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1 Software Compatibility

1.1 Server-side Compatibility

Trimble® 4D Control Web has been tested for compatibility with the following Microsoft

operating systems:

OperstingSystem  servcepack s erson

Server 2008 R2 None or SP1 7.5
Server 2008 x86 SP2 7.0
Server 2008 x64 SP2 7.0
Windows 7 x86 None or SP1 7.5
Windows 7 x64 None or SP1 7.5
Server 2012 R2 x64 8.5
Windows 8.1 x64 8.5

1.2 Database Server Compatibility

Note that Trimble® 4D Control Web only works with instances of SQL Server 2008 or newer.
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2 Server Requirements

Before attempting to install Trimble® 4D Control Web application on one of the compatible
Microsoft platforms described in section 1, please ensure that the following requirements
are met:

e Network Connectivity
e Internet Information Services (lIS)

e _NET Framework 3.5 and .NET Framework 4.5

2.1 Network Connectivity

Browsers on other computers will access the Trimble® 4D Control Web application via Port
80. It is important to ensure that the firewall configuration on the Web Server (i.e. the
computer onto which you are installing the Trimble® 4D Control Web application) allows
TCP traffic on port 80.

Process © | FID | Fr... | Local Address | Local Part | Remate Addressz | Remate F'u:urtl State |
[ w3wp.exe 2148 TCP 132168200120 43173 41.72145.4 1433 ESTABLISHED
7 Spstem 4 TCP 192168.200120 &0 192168.200.112 haa1a ESTAELISHED

Figure 1: Example network connectivity

The Trimble® 4D Control Web application makes substantial use of E-mail communication.
By default it will send emails via Google Mail. In order to do this, however, the Web Server
must be able to send SMTP mail via port 587. On most computers this will already be
allowed. After installation, you will also have the option to reconfigure the Trimble® 4D
Control Web application to send emails via an alternative mail server of your choosing.
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2.2 Internet Information Services (IIS)

Internet Information Services (referred to as 1IS) must be installed and correctly configured
on your Web Server in order to host the Trimble® 4D Control Web application as a web site.

The steps for installing and configuring IS differ between Windows Server editions (e.g.
Windows Server 2012 R2) and Windows Desktop editions (e.g. Windows 8.1).

2.2.1 Server 2012 & 2012 R2

Note: Screenshots displayed in this document are for Windows Server 2012 R2 Data Center.
The exact layout of the wizard shown below may differ slightly between different editions. It
is however important to configure IIS exactly as shown below.

Also see http://www.iis.net/learn/install/installing-iis-85/installing-iis-85-on-windows-
server-2012-r2

Depending on your edition of Windows Server 2012 or 2012 R2, 1IS may not yet be installed
on your server.

a) Toinstall IS navigate to the Control Panel and click on Turn Windows features on or

cl
5

& Control Panel [=To =)
® - 9 @ + Control Panel v & [ search Control Panel o]
Adjust your computer’s settings Viewby: Category ¥
‘,‘ S m and Security User Accounts
. R r's status '
3 P £ % change account type
Appearance
“".l-— Network and Internet w Change desktop background
' View network status and tasks Adjust screen resolution
-
, / Hardware Clock, Language, and Region
ﬁ! View devices and printers Adda
Add 2 device ds
v nu s

E—% Programs
k &l  uninstalla program

=
@) Turn Windows features on or off @
[ I

Figure 2: Turn Windows features on or off
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b) The Add Roles and Features wizard will appear. Click Next.

Before you begin

Installation Type

Server Selection

DESTINATION SERVER
trm2012r2

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based en the computing needs of your organization, such as sharing documents, or
hosting a website.

To remoave roles, role services, or features:
Start the Remave Roles and Features Wizard

Before you continue, verify that the fellowing tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

[ <previous | [ Net> | [ instal | [ Cancel

Figure 3: Add Roles and Features Wizard

c) Specify the installation type as a Role-based or feature-based installation and click

on Next.

Before You Begin

Server Selection

DESTIMATION SERVER

Select installation type emaotze2

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

O R Desktop Services i
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Next > | ‘ Install | | Cancel

Figure 4: Specify Installation Type

d) Specify the machine on which the role must be enabled. This will typically be the

same machine as the one you are logged on to.
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Select

Before You Begin

Installation Type

DESTINATION SERVER

destination server ot

Select a server or a virtual hard disk on which to install roles and features.

() Select a virtual hard disk

Server Roles Server Pool

Features

e) Selectth

Filter: |

Name IP Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| < Previous | | MNext » ‘ | Install | | Cancel

Figure 5: Specify Target Server

e Web server (lIS) role and choose to include management features.

Select server roles

Before You Begin
Installation Type

Server Selection

Features

DESTINATION SERVER &
trm2012r2

Select one or more roles to install on the selected server. Add features that are required for Web Server (11S)?

Roles Description The following tecls are reguired to manage this feature, but do nat

have to be installed on the same server.

[>

Web Server (IIS) provides a reliatle,
manageable, and scalable Web

[ Application Server

] DHCP Server application infrastructure. 4 Web Server (IIS)
[[] DNS Senver 4 Management Tocls
[ Fax Server [Tosls] II5 Management Censole

b [® File and Storage Services (1 of 12 installed)
[ Hyper-v
[ Network Policy and Access Services
[] Print and Document Services
[] Remote Access

[] Remote Desktop Services =
Include management taols (if applicable)
] Windows Deployment Services
[] Windows Server Essentials Experience
[J Windows Server Update Services ™
[<previous | [ nes> | | mal | [ camcel |

Figure 6: Select the "Web Server (11S)" role
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f) Ensure that .NET Framework 3.5 Features and .NET Framework 4.5 Features are
selected with the ASP.NET 4.5 features selected.

DESTINATION SERVER

Select features wm2012:2

Before You Begin Select one or more features to install on the selected server.

Installaticn Type Description

Server Selection NET Framework 3.5 combines the

Server Roles power of the .NET Framework 2.0

Web Server Role (I1S)

4 [E] NET Framework 4.5 Features (2 of 7 installed) -

.NET Framework 4.5 (Installed)
ASP.NET 4.5

APls with new technologies for
building applications that offer
appealing user interfaces, protect

your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

4 [W] WCF Services (1 of 5 installed)
[] HTTP Activation
O Message Queuing (MSMQ) Activation
[] MNamed Pipe Activation
[ TCP Activation
TCP Port Sharing (Installed)
r O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache

—_ -

<]

Role Services

Confinmation

|<£reviuus|| Next > | | Install || Cancel |

Figure 7: Ensure that .NET framework 3.5 + 4.5 Features and ASP.NET 4.5 is selected

g) Take note of the message displayed in the next step and click on Next.

DESTIMATION SERVER

Web Server Role (lIS) mz012:2

‘Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (I1S) 8.5 with enhanced security,
diagnostic and administration, a unified Web platform that integrates 1IS 8.5, ASP.NET, and Windows
Communication Foundation,

Before You Begin
Installation Type
Server Selection

server Roles Things to note:

Features

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.
The default installation for the Web Server (I1S) role includes the installation of role services that

enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression,

Role Services

Confirmation

More information about Web Server IIS

| < Previous | | Next > | | Install | | Cancel

Figure 8: IIS related information
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h) The next step entails selecting the role services to install for IIS. Make sure that all
the options selected in the following window are selected. It is especially important
to enable ASP.NET 4.5 under Application Development.

Select role services

Before You Begin

Installation Typs

Server Selection
4

Server Roles

Features

Web Server Role (

Role Services

Confirmation

Add Roles and Features Wizard

Select the role services to install for Web Server (I1S)

Role services

Web Server
4 Common HTTP Features
Default Documeant
Directory Browsing
HTTP Errors
Static Content
[C] HTTP Redirection
[[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
[ Logging Tools
[] ODEC Logging
[] Request Monitor
[] Tracing
4 Performance
Static Content Compression

[] Dynamic Content Compression
4 Security
Request Filtering
[] Basic Authentication
[ Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[[] Digest Authentication
[ 115 Client Certificate Mapping Authenticatic

[] 1P and Domain Restrictions
[ URL Autharization
[ Windows Authentication
4 Application Development
[C] \NET Extensibility 3.5
NET Extensibility 4.5
[ Application Initialization

<l

DESTIMATION SERVER
trm2012r2

Description

ASP.NET provides a server side
object oriented programming
environment for building Web sites
and Web applications using
managed code. ASP.NET 4.5 is not
simply a new version of ASP. Having
been entirely re-architected to
provide a highly productive
programming experience based on
the .MET Framework, ASP.NET
provides a robust infrastructure for
building web applications.

[ ase
[ ] ASP.MET 3.5
[ |
W
" HE
| < Previous | | Mext »

Cancel

Trimble® 4D Control Web Instal

Figure 9: IIS Service Options

lation Guide v1.12
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i) Finally, review the details on the confirmation page and click on Install.

DESTINATION SERVER

Confirm installation selections 20122

Before You Begin
Installation Type
Server Selection
Server Roles
Features

‘Web Server Role (IIS)

Role Services

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Optional features (such as administratien tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

.MET Framework 4.5 Features el
ASPMET 4.5

Web Server (lIS)
Management Teels =

115 Management Console
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors

<]

Export configuration settings
Specify an alternate source path

[<previous | [ mes | [ instal |[ cancel

Figure 10: Confirmation Page
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2.2.2 Windows 8.1

By default, IIS is not installed on Windows 7. You can install 1IS by clicking Windows Features
in Advanced Options under Programs in Control Panel:

a) Click Start and then click Control Panel.

b) In Control Panel, click Programs and then click Turn Windows features on or off.

c) Inthe Windows Features dialog box, click Internet Information Services and then
click OK.

d) Ensure that the ASP.NET option is enabled under the Application Development
Features section of IIS

Windows Features = =
Turn Windows features on or off (7]

Tao turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[=] |, .MET Framework 4.5 Advanced Services A
[[] |, Active Directory Lightweight Directory Services
[] | Hyper-V
. Internet Explorer 11
= [=] | Internet Information Services
I} FTP Server
= [w] ) Web Management Tools
[[] | 1S & Management Compatibility
. 115 Management Console
[] | 115 Management Scripts and Tools
[] 1. 5 Management Service
= [w] |, World Wide Web Services
= [=] || Application Development Features
J MET Extensibility 3.5
J MET Extensibility 4.5
| Application Initialization
, ASP
; ASP.NET 3.5
fispreras
, Cal
| ISAPI Extensions
J ISAPI Filters
J Server-Side Includes
; WebSocket Protocol
m [u] Commaon HTTP Features ¥

Cancel

Figure 11: IIS options for Windows 8.1

ODOREOR OO0
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2.2.3 Server 2008 & 2008 R2

Please refer to version 1.8 of this document for more details on how to enable IIS on Server
2008 and 2008 R2.

http://setup-guide.web.t4d.trimble.com/version4.2/

2.2.4 Windows 7

Please refer to version 1.8 of this document for more details on how to enable IIS on
Windows 7

http://setup-guide.web.t4d.trimble.com/version4.2/
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2.3 1IS Verifications

One useful way of verifying that |IS was set up correctly, is to verify that the 1IS_IUSRS role
have been created in Windows and that it has been given the required permissions.

The easiest way to confirm this, is to open the properties window for the
C:\Windows\Temp folder and to confirm that the IIS_IUSRS role has special permissions on
this folder.

oI [ = Windows =111 X

Wome  share view vy
O] - 'r‘ | v ThisPC » Local Disk (C:) » Windows n Temp Properties -mdm; 0

[ Favorites "‘lal"‘:i”wum”wm '?.“E "“ff‘fi General | Sharing | Securty | Previeus Versions | Customize | ~
Bl Desktop || Provisioning Object name:  C:\Windows\Temp
& Downlozds . Registration G .
o) Recent pla:e; roup Or user names:
u RemotePackages 52, Administrators (TRM2012R2\Administrators) ~
) || rescache 52, Users (TRM2012R2\Users)
8 This PC R oiiees T1|15_IUSRS (TRM2012R2:1S_IUSRS)
~
m Desktop . SchCache < n >
*| Documents
- il To change pemmissions, diick Edt
& Downloads || security
W Music . ServiceProfiles Pemmissions for IS_IUSRS Alow Deny
= Pictures | senvicing Modify ~
& Videos | Setup Read & exscute =
iL ; List folder cortent:
[ Local Disk (C) | SoftwareDistribution " ; e coments .
s Temporany Storage ||| specch o -
. | symbals [Soecial pemissions | -
€ Network System
: For special permissions or advanced settings,
| System32 click Advanced
. SystemResources
| SysWOowed
Tasks

I { Temp OPM  File folder | v
87items 1 item selected ;I

Figure 12: Verify that the 1IS_IUSRS role exists in Windows and that it has sufficient permissions.
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3 Installation Instructions

Once all system prerequisites have been met as per section 2, please continue with the
installation of Trimble® 4D Control Web on the server computer:

3.1 Installation Instructions

a. Execute the Trimble® 4D Control Web setup.exe file (or launch it from the Suite
Installation). If you are asked whether or not the program may be allowed to make
changes to your computer then click on “Yes”. Thereafter you should see the
installation wizard appear with a “Welcome” message and instructions on how to
download this document.

4 Trimble 4D Control Web - InstallShield Wizard -

Welcome to the InstallShield Wizard for

[

& Trimble. Trimble 4D Control Web

The InstallShield(R) Wizard will install Trimble 4D Control Web
on your computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back [ o Mexts [ Cancel

Figure 13: Installation Welcome Step

b. Accept the license terms and enter a User Name and Organization.

r B
1) Trimble 4D Control Web - InstallShield Wizard S

License Agreement

Please read the following license agreement carefully.

TRIMBLE NAVIGATION LIMITED 2
END USER LICENSE AGREEMENT FOR TRIMBLE 4D CONTROL

IMPORTANT, READ CAREFULLY. THIS END USER LICENSE AGREEMENT
("Agreement") IS A LEGAL

AGREEMENT BETWEEN YOU, either an individual or a single entity, AND
TRIMBLE NAVIGATION LIMITED and applies to the Trimble 4D Control

rnfbiuinen meadict aditinn and valanca snerinn meaidad havaidh and Anes

© 1 accept the terms in the license agreement;

(") I do not accept the terms in the license agreement

InstaliShield

[ <Back ][ Next> | [ Cancel ]

Figure 14: License Agreement
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——— Bl
1 Trimble 4D Control Web - InstaliShield Wizard S5
Customer Information ’3@ -
Please enter your information.

User Name:

IJoe soap

Organization:

IMy Organization|

InstaliShield

[ < Back ][ Next > ] [ Cancel

Figure 15: User and Organizational information

c. In the next step, you will be prompted to specify database connection details to the
Monitoring database which should be used by the Trimble® 4D Control Web
application. If your Database Server and Web Server is running on the same machine
and if you used the default settings to install the Monitoring Database earlier on
during the Trimble® 4D Control Suite Installation then you can simply click on the
“Next” button. Otherwise you will have to specify the address of the SQL server,
credentials and database manually.

.
ﬁl Trimble 4D Control Web - InstallShield Wizard

Database Server

Select database server and authentication method

Database server that you are installing to:

{local) \SQLEXPR v Browse...

Connect using:

() Windows authentication credentials of current user

(@ Server authentication using the Login ID and password below

lognDD:  [T4D

Password: | sscscee
Name of database catalog:
|MonihoringDB Browse,..
InstallShield

[ <Back | mNext> |[ cancel |

Figure 16: SQL Connection Details
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d. In the next step, simply ensure that the Complete setup type is selected and click on
the “Next” button.

;&4,' Trimble 4D Control Web - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstaliShield

==

[ <Bak [ Next> ][ cancel

Figure 17: Select Complete Installation

e. The installation now has enough information to continue and install the Trimble® 4D

Control Web application.

installation finished.

Simply click on the Install button and wait until the

.
15 Trimble 4D Control Web - InstaliShield Wizard [0

Ready to Install the Program

Click Install to begin the installation.

exit the wizard.

|| mstalishield

The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to

.
1) Trimble 4D Control Web - InstallShield Wizard =)

[ < Back ][ Install ] [ Cancel ]

@ InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed Trimble 4D
Control Web. Click Finish to exit the wizard.

Figure 18: Click "Install" and wait for the installation to complete.
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3.2 Installation Verifications

After completing the software installation, you perform the following checks to confirm that
the Trimble® 4D Control Web application has been installed correctly.

a. Verify that the 1IS Application Pool (TADWebAppPool) has been successfully created

by navigating through the Start Menu, Administrative Tools and clicking on Internet
Information Services (1I1S) Manager:

(6 Intemet Information Services (IS) Manager S [ESER™>x=)
@76 [} » TESTING-PC » Apgplication Pools | & @
Fle View Help
Connections Actions
tal q§. Application Pools & Add Application Pool...

483 TESTING-PC (Testing-PC\Te:

plication Pool Defaults...
{2} Application Pools

This page lets you view and manage the list of application pools on
the server. Application pools are associated with waorker processes,

4-[8] Sites contain one or more applications, and provide isolation among =
4 Q".j, Default Web Site different applications. One
j 3 :Z?Vi‘; flent Filter: - Blgo - G Showal ’

Name B Status  .NET Fram..
[} ASP.NET va.0 Started w40
) ASP.NET v4.0 Classic Started w0
‘_;’ASP‘NETWLU DefaultAppPool Started w40

! ) ASP.NET v4.0 T4DWebAppPool Started w0

| 2} DefaultAppPool Started w20 i

U
< . »

4 T, ] b Features View Content View
Ready &

Figure 19: Verify that T4ADWebAppPool has been created in 1IS

b. Verify that the Trimble® 4D Control Alarm Client has been successfully installed by
navigating through the Start Menu, Administrative Tools and clicking on Services.
The Trimble® 4D Control Web Alarm Client service status should be shown as

Started and the service should be configured with Startup Type set to Automatic and
with Log On As set to Local System:

=10l x|

File Acton View Help

e ERE A N T

£, Services (Local)

£} Services (Local)

Trimble 4D Control Alarm Client

Automatic
Stop the service {GLUPNP Device Host Allows UPn... Disabled Local Service
Restart the service Q;User Profile Service This servic...  Started  Automatic Local System
J,'é;\n'irmal Disk Provides m... Manual Local System
Description: J,'é;\n'olume Shadow Copy Manages a... Manual Local System 4
Initiates the Trimble 4D Control Alarm J.'é;\"a’indows Audio Manages a... Manual Local Service
Evaluation logic on a regular basis. §

‘ChWindows Audio Endpoint Builder  Manages a... Manual Local System LI

% Extended /4 Standard Vi

Figure 20: Verify that the T4D Control Alarm Client has been installed.
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4 HTTPS setup instructions

After completing the installation verification, you may want to access

Trimble® 4D Control Web via the HTTPS protocol. In order to do this, you need to install a
SSL certificate in 1IS and enable HTTPS access.

You can also configure Trimble® 4D Control Web to only allow access via the HTTPS
protocol.

4.1 SSL certificate and HTTPS access setup in IIS
You can acquire a trusted SSL certificate from a certificate authority such as digicert or
GlobalSign. The particular certificate authority will provide you with the steps to follow to
request and install their trusted SSL certification on IIS. After installing your trusted
certificate follow step (c) below to enable HTTPS access on IIS.
Alternatively you can create your own self-signed certificate by following these steps:

a. In lIS manager, click the machine name node and In Features View, double-click

Server Certificates.

Gi_g!_ DET-JG7 Home

Filter: - Go o+ g Show All | Group byt Area - [E-
ASP.NET
= 2 ' 7= - =
5 < ¢ 9 s & B
MET MET MET Errar MET MET Trust Application Connection Machine Key  Pages and
Authorizat., Cormpilation Pages Globalization Lewvels Settings Strings Controls

R & &

Prowviders  Session State SMTP E-mail

FTP
iy - - = E=h =" -'
[a) 8 : = = 44
(&R GE FTR ' FTF FTF G0 FTF
FTP FTP FTP Directary FTP Firewall  FTPIPw4  FTP Logging FTP FTP Request  FTP S5L
Authentic.,,  Authorizat..  Browsing Support Address a.., Messages Filtering Settings
FTP User
Isalation
s
: ) Y- B WA
_-33_&. \i@ ) & 2 b

[38PTand  ISAPIFilters
CGIRestri..,

Authentic.,, Cormpression  Default Directory  Error Pages
Docurment  Browsing

= oMo

L

Logging  MIME Types  Modules Output
Caching
Management
B %
=M
Configurat... Feature Shared

Figure 21: SSL : Select server certificates
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b. On the Server Certificates View click on the action Create Self-Signed Certificate.

certificate should be created and appear in the list on the left pane.

le Server Certificates

Use this feature to request and manage certificates that the Web server can use with Web sites configured for SSL

&

Is
D

Marme

DETIGT selfsigned

c. InlIS manager

sued To
ET-IGT

Issued By
DET-JGT

Expiration Date
18.03.2016 01:00:00

Certificate
5396CI0D

Actions

Import..,

Create Certificate Request..
Complete Cettificate Request..,

@

Create Self-Signed Certificate...
—

Figure 22: SSL : Create Self-Signed certificate

(1) click on the Default Web Site node and

(2) click on the

action Bindings...

(3) A dialog will appear showing the current Site Bindings.
(4) Click on the Add button. Select the certificate you installed (either Self-Signed or
Trusted) and then click OK. A site binding for port 443 should appear on the Site

Bindings dialog

. Close the dialog.

Export...
Rerriove
Help
Online Help

Cannections ) Actions
= O Default web Site Home B oo
4 B Explore
@ e . _
-5 DET-J&7 (OFT-J&TVHDDemofC) iten T ... B Eclit Permissions..
£ Application Pools
[ Sia 1 ASP.NET (
— . — Bindings..
Q) Default Web Site 2h ¥ F E
R & e & 9
. aspnet_client NET MET  METEwor  MET  NETProfile METTrust Application e
T futhorizst., Compilstion  Pages  Globalzstion Levels Settings M
- 5] TADLiteSammple Bl = g al :
o B Tawes o —= e Manngs Web Site
[ Azure ite Eindings P L | 2 Restart
, = bin g — >
.= Content Type  Host Mame Port  IP Address Binding Informa.. " . o
 —
- [ Executabl et o
b j g:atlu o r\etptcp s [ Eae. | Browse Web Site
. logs m‘p‘ . Browse 80 thttp)
Pl R = .
» (71 Phantornls netm. Jocalhost Brawse *:443 (https)
+ [ Prafiles M. localhost Acvanced Settings..
7 Trimble Monitoring Services.Al2| | pisps s o
&L Unity 4] i 3
7 Uplosds s Lirmits..
.71 Views — -5l Add FTP Publishing...
Type: IP address: Port: @ Help
hitps 4l Unassigned e Online Helps
S5 certificate:
DETIGT selfsigned '] l Wigw., ]

Figure 23: HTTPS : Add HTTPS binding to Default Web Site in IS

d. You can now browse Trimble® 4D Control Web from your web browser using HTTPS:
e.g. https://localhost/T4DWeb.
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https://localhost/T4DWeb

4.2 Allow only HTTPS access

You can configure Trimble® 4D Control Web to automatically redirect HTTP access to HTTPS.
This will force users to only use Trimble® 4D Control Web via the HTTPS protocol.

Following these configuration steps to automatically redirect HTTP to HTTPS:

a. In IIS manager, click the machine name node and in the Features View, double-click
Application Settings.

Edit Application Setting [ > e

g-b Application Settings Name:
= | RequireSs|_Enabled | I
Use this feature to store name and value pairs that managed code applications can
Value:

Group by: Mo Grouping & 1
Mame “ Value ,E |
mobile-results-threshold 100

notification-queue-abandon-hours 120 QK | | Cancel |
notification-queue-breakout-seconds 45

RequireS5sl_Enabled false Cocal

scatterplot-points-max 500 Local

scene-engine-external-urls Local

scene-engine-radar-scalingfactor 1.266 Local

scene-engine-url http://localhost: 10080 Local

search-start-contains-threshold 0 Local

Figure 24: SSL : Create Self-Signed certificate

b. On the Application Settings View, locate the setting named RequireSsl_Enabled and
change its value to true. If you do not find this setting in the list, then you may add
the setting to the list of application settings. The default value for this setting is false.

c. Now, if you access e.g. http://localhost/T4DWeb, it will automatically be changed to
https://localhost/T4DWeb

4.3 Change Alarm Client to work with HTTPS access

If you have configure Trimble® 4D Control Web to only allow HTTPS access you are required
to update the Trimble® 4D Control Alarm Client to use HTTPS.

Following these configuration steps to configure Trimble® 4D Control Alarm Client to use
HTTPS:

a. Edit the Alarm Client configuration file located at:

C:\Program Files (x86)\Trimble\Trimble 4D Control
Web\Trimpble.Monitoring.Services.AlarmClient\Trimble.Monitoring.Services.AlarmClient.ex
e.config

b. Inthe settings file, locate the setting with the key “base-url” and change the value
from HTTP to HTTPS, e.g. http://localhost/T4ADWeb to https://localhost/T4ADWeb
Remember to Save the settings file.
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<?xml wversion="1.0"3>

2 <configuration>
3 E <configSectionsx
4 <section neme="logdnet” type="logénet.Config.Logé4letConfigurationSectionHandler, logdnet"/ />
5 r </configSections>
[l <appSettings>
<add key="base-url"” velue="http://localhost/T4DWeb/" /> *
<!-- Timecout --»
<add key="timecut-seconds” walue="120"/>
<!-—-Interval definition—-»
<add key="interval" wvalue="0.00:01:00"/>
13 <add key="base-time" walue="00:00:00"/>
<!l-— The maximum number of Scheduled reports to generate and send per "interval"™ above -->
15 <add key="achedunled-reporta-batch-aize" wvalus="10"/>
<add key="ClientSettingsProvider.ServiceUri" wvalue=""/>
</appSettings>

Figure 25: Alarm Client configuration file

c. Restart the Trimble® 4D Control Web Alarm Client service for the new settings to be
applied: navigating through the Start Menu, Administrative Tools and click on
Services. Locate the Trimble® 4D Control Web Alarm Client service in the list and
Right-Click and select Restart. Alternatively you can restart the server.

5 First Steps in using the Trimble® 4D Control Web application

You are now ready to start using the Trimble® 4D Control Web application. Open a browser
and navigate to “http://[Your Web Server IP or Address]/T4DWeb”. (In the preceding
address, the “[Your Web Server IP or Address]” must be replaced with the actual IP address
for your Web Server.

You should be presented with the following page:
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©Trimble. Trimble 4D Control™
Version 4.4

» Sign In
o

e |
passworc |

M Keep me signed in

SignIn

Forgot your password?

Privacy Statement Terms of Use B= English (USA)
6 4 Trimble Navigation Limited 14.5 928

Figure 26: T4D Control Web login page

5.1 First Time Login

By default, the Trimble® 4D Control Web application is created with only one user, with the
username “Admin” and password “Admin” (case sensitive).

& Trimble Trimble 4D Control™
Version 4.4

/.\ Sign In

emoi* - EETT
Jo—

M Keep me signed in

SignIn

Forgot your password?

Figure 27: Log in with "Admin" and "Admin".
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Hint: Normal users actually use their Email address as the username, but this default user
simply logs in with “Admin”.

5.2 Change Admin user Password

It is highly recommended that you change the password of the “Admin” user immediately
after your first login.

To do this, click on “Account Settings”, “My Account” and click on the “Change Password”
icon.

E.a:-]‘rimue 4D Control™ STl TestProject (UTC -12) v [EONRUZL TPl E R B E] 9 System Administrator (Admin)  Sign Out
Home eNnsors m harting and Analys Monitoring N
My Account ~
| A . &, Account Settings
Account Settings
System Administrator (My Create, manage and remove users of the web facility.
Account) Select the user you would like to view.

Select User &

Role Cenfiguration v

Netification Settings v

Figure 28: Change Password

The “Change Password” page will appear. Re-enter the current password (“Admin”) and
then specify and confirm your new password for the Admin user.

& Trimble Trimble 4D Control™
Version 4.4

)\ Change password

—

New Password*

Confirm Passwors* S NE]

Apply

Figure 29: Specify and Confirm New Password

Hint: Be sure to remember your new password, otherwise you may not be able to log into the
system again.
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5.3 Mail Server Configuration

5.3.1 Default Configuration

The Trimble® 4D Control Web application makes substantial use of Emails; users are invited
to the system via email and Alarms in the system can be configured to notify specific users
via Email. Scheduled reports can also be configured to be sent via email.

The Trimble® 4D Control Web application ships with a default email configuration that will
work “out of the box”, provided that your firewall allows outgoing traffic through port 587.

NB: We recommend that you change the default email configuration to a custom
configuration that sends emails via another mail server.

The email account used by the default configuration is shared with other installations and
throughput or capacity issues may arise.

Before you can continue to invite the first user to the system you need to ensure that the
system emails are working.
5.3.2 Custom Configuration

NB: Only edit the Email Server configuration if you do not wish to use the default mail
server settings.

To view or edit the Mail server configuration, go to “Account Setting” > “Notification
Settings” and click on the edit icon for “Email Server Configuration”.

Figure 19 highlights the fields that have to be edited when configuring a different mail

server. The values shows or for illustrative purposes only and should be replaced with
settings obtained from your network administrator.
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#&-Trimble. 4D Control™ | Project: IESROEICRERA =  10/29/2014 2125 9 System Administrator (Admin)  Sign Out

My Account
ly Account @, Account Settings
Select User

Email Settings

d <

Role Configuration

HE > [<

| wtification Settings Enable Emails 2

Email Host smip.gmail.com 8]

Email Port 587

Email Server Configuration
Specify your SMTP server mail account
details here.

SMS Gateway Configuration
Enable SSL Encryption £

Username system notices@t4d frimble.com

Change Passwerd

From Address system notices@t4d rimble.com
Maximum retries 5

Seconds between retries [20

Reset to Defaults

Click on any tab ta navigate to the indicated page

Home Privacy Statement  Terms of Use Copyright © 2014 Trimble Navigation Limited &8 English (USA)

Figure 30: Changing the Mail Server Configuration

Once you have saved this setting, you can move on to test whether or not the email
configuration is correct.

5.3.3 Test Email

You can verify that system emails are working, by going to “Account Settings” >
“Notification Settings”, “Email Server Configuration” and by click on the “Test” button.

Note that the test will be performed using the last “Saved” settings.

2 Trimble 4D Control™ [ZETRS TestProject (UTC -12) v ORIVl EabL ] 9 System Administrator (Admin) ~ Sign Out
| Sensors | TemsinView | CratingandAnalysis | Monitoring | FrameaPages | Adminisaton
My Account v
Select User 5 ’ )
Email Settings
Role Configuration -~
Notification Settings. A Enable Emails “
Email Server Configuration Email Host el gl €ofm g
Email Port 587

SMS Gataway Configuration

Enable SSLEncryption )

Username system.notices@t4d.rimble.com
Change Password

From Adaress system.notices@t4d.rimble.com
Maximum retries 5

Seconds between retries 20

IE] Reset 1o Defaults

Click here to test the current email server configuration.

Home Privacy Statement  Terms of Use Copyright © 2014 Trimble Navigation Limited &8 English (USA)

Figure 31: Test Email Server Configuration
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Enter a valid Email address, a subject and an email body.

Test E-Mail X
Recipient joe.soap@my-company
Subject Hi There
Message This is a test message

Figure 32: Example of a test email.

If you see the following message then it either means that your Email settings are not
configured correctly or that the specified mail server cannot be reached.

( & Error Message x

Email could not be sent. Please verify that the configuration details are
correct and that the server's security and firewall settings allows
outbound connections via the specified port.

Figure 33: Test Email Failed

Ensure that your email settings are correct and that the Firewall settings on the Web Server
will allow traffic through the specified port and try again until your test mail was sent
successfully.

Success X

The test e-mail has been successfully sent

Figure 34: Test Email Succeeded
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5.4 Invite new User

You are now ready to start inviting new users to access your newly installed Trimble® 4D

n u

Control Web application. To do this, navigate to “Account Settings”, “Select User” and click
on “New User”.

’Zé‘:‘-TrimbIe 4D Control™ | project I ROCAUICRERd = | 10/29/2014 2131 | @ System Administrator (Admin)  Sign Out
My Account v
Select User | ~  Account Settings
Create, manage and remove users of the web facility.
Status Any Al Select the user you would like to view.
Role Al v

User Name

oS

Figure 35: Invite New User

Note: If you see the following message, then you are probably accessing the Trimble® 4D
Control Web application on a local Web Server and using “localhost” as its address. Since
other users will access the Trimble® 4D Control Web application from their own computers,
the address you are currently using cannot be used to generate a valid link which they can
follow to the web application. To avoid seeing this message, simply ensure that you are
connecting to the Web Server via the same address that other user will use to access it.

Warning

When you invite a user, an email will be sent to that user containing a link back to the Trimble 4D Control Web
application. This link is created based on the web address used by the person who is creating the new user.

You seem to be accessing the Trimble 4D Control Web application via "http://localhost/T4ADWeb", which means
that you are using a browser on the web server itself. The user you are inviting may not be able to access the
Trimble 4D Control Web application via this address.

To avoid seeing this warning, make sure that you access the Trimble 4D Control Web application via the same
network or IP address through which other users will access it.

Figure 36: Warning with using "localhost"

Continue to enter the details for the new user. It is very important to enter a valid Email
address to which an invitation can be sent. Once you have completed all the details for the
user, click on the “Register” button.
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New User

Emnail* joe. s0ap@my-company
First Name* Joe

Last Name* Soap

Gender Male E]
Motification Preference Email Only E|
Mabile Phone* +44126544782

Work Phone

Home Phone
Department
Role Admin -
e |

Figure 37: Specify details for the New User

An email will be sent to the newly invited user. This mail will contain instructions on how to
access the Trimble® 4D Control Web application as well as a Temporary password. The user
will be given the opportunity to specify a new password upon first login.

& Trimble. 4D Control™

Welcome to Trimble 4D Control

Dear Joe Soap

You have been registered on the Trimble T4D Control Web.
Your Username is "joe.soap@ IR and your temporary password is "wD7vZ+Y".
You will be required to specify a new Password as soon as you have logged in.

To log in now, simply go to the login page

See you soon
Trimble 4D Control

2012 Trimble Navigation Limited

Figure 38: Email received by a new user
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Your Trimble® 4D Control Web installation is now ready for use. For more details on how to
use the system you can click on the help icon in the Your Trimble® 4D Control Web
application itself.
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6 Further reading

For information on how to use Trimble 4D Control please refer to our user manual at:
http://help.web.t4d.trimble.com/version4.4/T4D_4.4 Web_Manual.pdf

For information about Monitoring infrastructure please refer to the Trimble website at:
http://www.trimble.com/infrastructure/monitoring.aspx

7 Troubleshooting

7.1.1 “HTTP Error 500.19 - Internal server error” message is displayed with
error details “xxx’ cannot be read because it is missing a section
declaration” when trying to access Trimble® 4D Control Web from the
server computer.

g@|@ hitp://localhost/t4dweb o~ 0‘

(2 115 8.5 Detailed Error - 500.1... ‘ ‘

1 ok

Module
Notification
Handler
Error Code
Config Error

config File

117:
118:
119:

Detailed Error Information:

IIS Web Core

BeginRequest

Not yet determined

0x80070021

This configuration section cannot be u
sed at this path. This happens when the
section is locked at a parent level. Locki
ng is either by default (overrideModeDef
ault="Deny"), or set explicitly by a locat
ion tag with overrideMode="Deny" or th
¢ legacy allowOverride="false".

\\P\C:\Program Files (x86)\Trimble\Tr
imble 40 Control Web\web.config

Config Source:

HTTP Error 500.19 - Internal Server Error

Requested URL
Physical Path
Logon Method
Logon User

The requested page cannot be accessed because the related configuration data for the page is invalid.

http://localhost: B0/tddweb

C:\Program Files (x86)\Trimble\Trimble 4D Control Web
Not yet determined

Not yet determined

<validation validateIntegratedModeConfiguration="false"/>

dules runAllM;

lesForAll

true"/>

<urlCompression doStaticCompression="true" doDynamicCompression="true"/>

More Information:

This error occurs when there is a problem reading the configuration file for the Web server or Web application. In some cases, the event lags may contain more infor
mation about what caused this error.
View more information »

Figure 39: Http Error 500.19

This typically happens on Windows Server 2012 R2 if the ASP.NET 4.5 features are not
installed. Please refer to section 2.2 in this document and verify that your IIS is configured

correctly.
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7.1.2 “Could not load type 'System.ServiceModel.Activation.HttpModule'"

message is displayed when trying to access Trimble® 4D Control Web from
the server computer.

Server Error in '/T4DWeb' Application.

Could not load type 'System.ServiceModel.Activation.HttpModule' from assembly
'System.ServiceModel, Version=3.0.0.0, Culture=neutral, PublicKeyToken=
b77a5¢c561934e089".

Description: An unhandled exception coeurred during the execution of the current web reguest. Please review the stack trace for more information about
the error and where it criginated in the code.

Exception Details: System.TypeloadException: Could not load type "System.ServiceModel Activation. HitphModule' from assembly
"System.ServiceModel, Version=3.0.0.0, Culture=neutral, Public KeyToken=b77a5c 551934085

Source Error:

In unhandled exception was generated during the execution of the current webk requestc.
Information regarding the origin and location of the exception can be identified using the
exception stack trace bkelow.

Stack Trace:

[TypelLoadException: Could not load type 'System.ServiceModel.Activation.HttpModule' from assembly
'System.ServiceModel, Version=3.8.8.8, Culture=neutral, PublicKeyToken=b77a5c561934e089".]

System.RuntimeTypeHandle.GetTypeByName(5tring name, Boolean throwOnError, Boolean ignoreCase, Boolean
reflectionOnly, StackCrawlMarkHandle stackMark, IntPtr pPrivHostBinder, Boolean loadTypeFromPartialMame,
ObjectHandleOnStack type) +@

System.RuntimeTypeHandle.Get TypeByName(String name, Boolean throwOnError, Boolean ignoreCase, Boolean
reflectionOnly, StackCrawlMark& stackMark, IntPtr pPrivHostBinder, Boolean loadTypeFromPartialMame) +7@

System.RuntimeType.GetType(String typeName, Boolean throwOnError, Boolean ignoreCase, Boolean
reflectionOnly, StackCrawlMark& stackMark) +39

System.Type.GetType(String typeMame, Boolean throwOnErrer, Boolean ignoreCase) +37

System.leb.Compilation.BuildManager.GetType(String typeName, Boolean throwOnError, Boolean ignoreCase)
+R5

Figure 40: Http Error 500.19

This is a known issue with IIS.

All NET 4.5 websites running on IS will display this error message under the following
situations:

1. On Windows Server 2008, it could happen when you install .NET 3.x framework or
[IS 7.5 with Activation features after .NET framework 4.x is installed

2. On Windows Server 2012, it always happens when you install .NET framework 3.x
with Activation features.

We prescribe the following solution for each case:
1. For Windows Server 2008 Microsoft officially announced the solution
(http://support.microsoft.com/kb/2015129):

Run aspnet_regiis.exe /iru where the aspnet_regiis.exe file can be found in one of
the following locations:

%windir%\Microsoft. NET\Framework\v4.0.30319
%windir%\Microsoft.NET\Framework64\v4.0.30319 (on a 64-bit computer)
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2. For Windows Server 2012 the command aspnet_regiis.exe is not supported, instead

follow these steps:

a. In 1S manager, click the machine name node.

b. In Features View, double-click Modules.

c. Find ServiceModel and remove it:

9‘# Modules
) stanPage
4 93 DET-INFRA-QADSG (EU\HRaath)
2 Application Pools Groupby: NoGrouping  ~

4% Sites Name & Code Module Type Entry Typ ~

4@ Defaur Web Se CustomErrorodule Soindi ¥\ SystemiZinetsri.  Natve Local

b -2 aspnet,_chent DefautAuthentication System.WebSecurty Default..  Managed Local

»- TrimblePivotieb DefaultDocumentModule FowindirS\SystemidinetsA...  Native Local

»-@ TrimblePivotWeb2 DirectoryistingModule Swindin¥\Systemadiinetsr...  Native Local

FileAuthorization System Vieb Securty FileAuth... Managed Local

FormsAuthentication System WebSecurty FormsA.. Managed Local

HetpCacheModule Sovindir ¥ SystemiZinetsr..  Netive Local

HetpLoggingModule Sovindie R\ System3Zinetsril..  Native Local

sapiFiterModule Sowindir\System3inetsnif. Native Lol

IsapiModule Sowindic\System3inetsrii..  Native Local

OutputCache System Vieb.Caching Output..  Managed Local

Profie System Vieb Profle ProfdeMo.. Mensged Leeal
ProtocoiSupportModule Sowindie % SystemiZinetsril.  Notive Locsl &

RequestFiteringModule Sowindir3\System3Zinetsrl.  Native Local

RoleManager System ViebSecurty RoleMa... Managed Local

Scripthodule-40 System Vieb Handlers Script.. _ Managed Local

[SenvceModel Managed Tocal

Senncelodel-40 System ServiceModel Actmati..  Managed Local

Session System.Web SessionStateSess... Managed Local

StaticCompressionModule Sowindir0System3inetsri..  Native Local

StaticFeModule Sowindie¥\System3diinetsnis... Native Local

Unutherizstion System Vieb Security UlAuth... Mensged Local

UriMappingsModule System Vieb UrMeppingsMo...  Managed Local
UriRoutingModule-40 System.Web Routing.UrlRouti... Managed tocal

[ Features View (. Content View

Add Managed Module.
Configure Native Moduies.
Edit.
Lock
X Remove
View Ordered List.

@ rep

Figure 41: Remove ServiceModel from IIS Modules on Windows Server 2012

d. Go back to the Features View and double-click Handler Mappings.

e. Find svc-Integrated and remove it:

Fie View Hep
dlm e, eﬂ Handler Mappings
Stat P
a ? DETINFRA-QASG (A HRssth) o bk e ok o
L2 Application Peols Group by: Stete -
4 st Name - Path State Path Type Handler Entry T~
4 @) Defouk e Ste T R o RN —— e
Sl it o PageHandierfactory-ISAPI-40.. ".aspx Ensbled Unspecified  sapModule Lecal
1 TrimblePwotiWeb les-64-5401-20 e Ensbled Unspecfied  sapiModule Local
4 TimblePwotieb2 rles-Integrated e Ensbled Unspecfied  System SenviceModelActivati Local
les-Integated 40 “sules Enabled Unspecified  System SenvceModel Activati-.  Local
Tules-154P1-20 “aules Ensbled Unspecfied  sapModule Locsl
rules-ISAPI-40 326t e Ensbled Unspecfied  lsapiModule Locsl
ules-ISAPI-40_40it e Ensbled Unspecified  lsapiModule Lecal
ScrptHandlerfactorypgSenvi.. ~ AppSenicead  Enabled Unspecfied  System Wieb.Script Sendces e Local
Scripthescurcelntegrated-40  “Scripthesourceaxd  Ensbled Unspecfied  System Wieb Hendlers ScrigtR  Locel
SecurityCertficate e Enstled Fie lpibodule Local
SimpleHandlerFactory-Integra_. *ha Ensbled Unspecfied  System Wieb.UlSimpleHandie... Local
SimpleHandlerFactory-Integra.. *ashe Ensbled Unspecified  System Wieb.UlSimpleHandle... Local
SimpleHandlerfsctory-ISAP1-20. *sha Ensbled Unspecified  sapiModule Locsl |5
SimpleMandlerFsctony-ISAPI-2... *.ssh Ensbled Unspecfied  sapiModule Local
SimpleHandlerFactory-ISAP-4... *athe Ensbled Unspecified  iapiModule [
SimpleHandlerFactory-ISAP1-4.. *asha Enabled Unspecified _IsapiModule Local
[vc-inkegrated e Ensbled Unspecfied Tocal
e SAPE20 “ave Ensbled Unspecfied  lsapiModule Local
e-ISAPE-20-64 “sve Ensbled Unspecified  sapiModule Local
TraceHander-Integrated tacead Ensbled Unspecfied  System Wieb.Handlers TraceH... Local
TraceHandie Integroted-40  trsce.sxd Ensbled Unspecfied  System Web Hendlers TraceH... Locel
TRACEVerbHandler . Ensbled Unspecfied  ProtocoiSupportMiodule Local
bt nteoated:40 “bhtm Ensbled Unsoecified___Svstem Wb HcFocbiddenti Local

[ Festures View |- Content View

Canfiquration: localhest’ spplicationHost ceafig

Add Managed Handier.
Add Script Map
Add Wildcard Script Mag..
‘Add Module Mapping,
e
Rensme
Lock

X Remove
Edit Festure Permissions.
View Ordered Uit

® 1

Figure 42: Browse to the ISAPI Restrictions of your Web Server in 1IS

f. Restart IIS and the problem will be resolved.
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